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DETAILED ACTION 
Election/Restrictions 

Applicant's election with traverse of group I (claims 1-33) in reply filed on 08/26/04 is 
acknowledged. , 

Claims 34-41 are withdrawn by the applicant from further consideration pursuant to 37 
CFR. 1.142(b) as being drawn to a nonelected group. Election was made with traverse in the 
reply filed 06/20/03. 

Claim Rejections - 35 USC §103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1, 3-6, 13-18, 7-10, 19-21, 23-31, and 33 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Misra et al (6,523,166 Bl) in view of McDaniel et al (20030126464 Al) 
and further in view of Rothschild (5,642,394). 

In reference to claims 1, 1 7, and 21, Mishra teaches a method and system for installing 
software implementations such as applications and COM classes as they are needed from an 
external source such as a centralized network store (abstract). The system includes a plurality of 
remote nodes each remote node (Fig. 3); at least server node (Figure 4 part 49) configured to 
initialize and install each remote node in the plurality of remote nodes (abstract), including 
delivering to each remote node an agent module, said agent module for each remote node 
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comprising a node specific configuration file (column 5 lines 40-65); and a conmiunication path 
coupling the plurality of remote nodes and the at least one server node (Fig 3). 

Although Mishra discloses a configuration file delivered to each node, the system of 
Mishra 3oes not include defining a set of nodes with which the remote node can communicate 
and different encryption means corresponding to each node. 

McDaniel discloses a method and system for determining and enforcing security policy in 
a conmiunication session are provided in distributed systems (abstract). The system includes an 
issuer defining a set of nodes with which the remote node can communicate (page 5 paragraph 
0069 in combination with page 8 paragraph 01 17-0018 and page 9 paragraph 00123) and a 
different encryption means corresponding to each node in the set of nodes (page 9 paragraph 
00135). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the policy of McDaniel to the policy of Mishra. One of ordinary skill in the 
art would have been motivated to do this because group communication is increasingly used as 
an efficient building block for distributed systems, but due to the cost of maintaining a peer 
communication, a group definition is preferred (McDaniel page 1 paragraphs 005-007). 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. 

Rothschild discloses an edge enhancement X-ray imaging system inspects an object for 
detecting an illegal component (abstract). The system includes detector interfaces configured to 
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couple to a set of detectors disposed to detect the presence of an illegal asset within a shipping 
container (column 2 line 65 to colunm 3 line 10), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the processor with the detectors. to the system of Misra to create a network 
of detectors. One of ordinary skill in the art would have been motivated to do this because the 
networking of resources allows for the sharing of resources and therefore decrease the cost of the 
system. 

In reference to claims 3-4 and 23-24 wherein at least some of the plurality of remote 
nodes includes a wireless communication means, the communication path includes an air path. 
The system of Mishra suggests a wireless network because the system works in LAN and WAN 
and use modems (column 4 lines 19-45) that in the current time are wireless and therefore can 
transfer to wireless. 

In reference to claims 7-8 and 27-29 wherein the illegal assets include one or more of 
chemical weapons, biological weapons or nuclear weapons. 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. 

Rothschild discloses a system for detecting illegal components (abstract) which suggests 
chemical weapons, biological weapons or nuclear weapons. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the processor with the detectors to the system of Misra to create a network 
of detectors. One of ordinary skill in the art would have been motivated to do this because the 
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networking of resources allows for the sharing of resources and therefore decrease the cost of the 
system. 

In reference to claims 13 and 31 further comprising: a monitor node coupled to the 
communication path and configured to audit the plurality of remote notes (Fig 4 part 49). 

In reference to claims 14 and 33 wherein the at least one monitor node and the at least 
one server node are configured to communicate with at least one remote node from the plurality 
of remote nodes via one or more intermediate remote nodes (Figure 3). 

In reference to claim 15 further comprising an orthogonal means of authentication. 

Mishra does not disclose means of authentication. 

McDaniel discloses a method and system for determining and enforcing security policy in 
a communication session are provided in distributed systems (abstract). McDaniel therefore 
discloses a means of authentication (page 14 paragraphs 0199-0208). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the policy of McDaniel to the policy of Mishra. One of ordinary skill in the 
art would have been motivated to do this because group communication is increasingly used as 
an efficient building block for distributed systems, but due to the cost of maintaining a peer 
communication, a group definition is preferred (McDaniel page 1 paragraphs 005-007). 

In reference to claims 5 and 25 wherein the at least one server node includes an audit 
module configured to selectively cause one or more of the remote nodes to terminate 
communication with at least one node in its set of nodes in response to one or more termination 
events. 
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Although Mishra monitor in the form of the server, Mishra does not disclose a monitor 
that includes an audit module configured to selectively cause one or more of the remote nodes to 
terminate communication with at least one node in its set of nodes in response to one or more 
termination events. 

McDaniel discloses a method and system for determining and enforcing security policy in 
a communication session are provided in distributed systems (abstract). The method includes a 
monitor that includes an audit module configured to selectively cause one or more of the remote 
nodes to terminate communication with at least one node in its set of nodes in response to one or 
more termination events (paragraph 0101). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the policy of McDaniel to the policy of Mishra. One of ordinary skill in the 
art would have been motivated to do this because group communication is increasingly used as 
an efficient building block for distributed systems, but due to the cost of maintaining a peer 
communication, a group definition is preferred (McDaniel page 1 paragraphs 005-007). 

In reference to claims 6 and 26, wherein the one or more termination events includes 
detecting tampering with one or more remote nodes. 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. Although Rothschild does not discloses the detector in the reference 
detecting tampering with one or more remote nodes, at the time the invention was made, it would 
have been obvious to a person of ordinary skill in the art to detect tampering with the nodes of 
Rothschild. One of ordinary skill in the art would have been motivated to do this because the 
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system is used to detect illegal activity and therefore to be efficient the system requires checking 
that the system has not been tampered with. 

In reference to claims 16, 18, and 20, wherein at least one remote node is housed within a 
tamper resistant package with at least one detector. 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. Although Rothschild does not discloses one remote node is housed within 
a tamper resistant package with at least one detector, at the time the invention was made, it 
would have been obvious to a person of ordinary skill in the art to house the detectors of 
Rothschild in a tamper resistant package. One of ordinary skill in the art would have been 
motivated to do this because the system is used to detect illegal activity and therefore to be 
efficient the system requires checking that the system has not been tampered with. 

In reference to claim 9 wherein one or more remote nodes from the plurality of remote 
nodes is disposed within a tamper resistant housing coupled to a shipping container. 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. Although Rothschild does not discloses one remote node is housed within 
a tamper resistant package vsdth at least one detector, at the time the invention was made, it 
would have been obvious to a person of ordinary skill in the art to house the detectors of 
Rothschild in a tamper resistant package. One of ordinary skill in the art would have been 
motivated to do this because the system is used to detect illegal activity and therefore to be 
efficient the system requires checking that the system has not been tampered with. 
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In reference to claims 10 and 30 comprising one or more subnetworks comprising a set 
of remote nodes from the plurality of remote nodes, and wherein each subnetwork provides a 
portion of the communication path (Fig 3). 

In reference to claim 19 wherein at least one detector form the set of detectors. 

Neither Mishra nor McDaniel disclose a system comprising a set of detector interfaces 
configured to couple to a set of detectors disposed to detect the presence of an illegal asset within 
a shipping container. 

Rothschild discloses an edge enhancement X-ray imaging system inspects an object for 
detecting an illegal component (abstract). The system includes at least one detector (Fig. 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 

skill in the art to add the processor with the detectors to the system of Misra to create a network 

of detectors. One of ordinary skill in the art would have been motivated to do this because the 

networking of resources allows for the sharing of resources and therefore decrease the cost of the 

« 

system. 

Claims 2 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable over Misra in 
view of McDaniel, and further in view of Rothschild as applied to claim 1 above, and further in 
view of the article by Lian et al ("Time delay modeling and sample time selection for networked 
control systems"). 

Neither Mishra, McDaniel, nor Rothchild disclose a system wherein at least one server 
node includes a strobing module configured to selectively initiate coordinated strobing of the 
encryption means among the plurality of remote nodes. 
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Lian discloses a means of strobing a connection so as to receive the most recent data from 
client devices (section on "Control Networks Fundamentals"). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to strobe the connection as in Lian in the system of Mishra. One of ordinary skill 
in the art would have been motivated to do this because it is a method of receiving the most 
recent data that does not use as much band with as polling (section on Lian "Control Networks 
Fundamentals"). 

Claims 11-12, and 32 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mishra in view of McDaniel and further in view of Rothchild as applied to claim 1 above, and 
further in view of the article by Hogg et al. ("A Photometricity and extinction monitor at the 
apache point observatory"). 

In reference to claims 11 and 32 Neither Mishra nor McDaniel nor Rothchild disclose a 
system comprising: a robot node, having a robot agent module and an interface to the 
conmiunication path, the monitor node including means to query each of the plurality of remote 
nodes. 

Hogg discloses a software robot used for monitoring environmental changes 
(Introduction). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a robot to monitor as in Hogg in the system of Mishra. One of ordinary 
skill in the art would have been motivated to do this because it would reduce analysis data (Hogg 
abstract). 
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In reference to claim 12 wherein the robot node is configured to query one of the 
plurality of remote nodes via a set of other remote nodes from the plurality of remote nodes. 

Hugg discloses a robot that monitors sensors (nodes) for analysis data (Section 13). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a robot to monitor as in Hogg in the system of Mishra. One of ordinary 
skill in the art would have been motivated to do this because it would reduce analysis data (Hogg 
abstract). 



Conclusion 

Any inquiry conceming this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-2 1 7-9 1 97 (toll-free). 
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